Building Web Content with PHP and MySQL

MySQL lecture #4

Aaron Gabow

If you have any questions, you can send them to:

gabow@cbio.mskcc.org
or call me at:

(646)888-2622

Quick Notes on HTML

You can find a lot of useful html info at:

http://vzone.virgin.net/sizzling.jalfrezi/iniframe.htm
or you can find a site that does stuff you like what you want to do and look at its page source.
One thing we’re going to be doing a lot is building tables. You can build an html table with

<html>

<body>

<table border=1>

<tr> <?php //start of a table row ?>

<th>Column 1</th><th>Column 2</th><th>Column 3</th> <?php //the names for each column ?>

</tr>

<td>entry1</td><td>entry2</td><td>entry3</td><?php // a row of data ?>

<./tr>

<tr>

<td>entry4</td><td>entry5</td><td>entry6</td>

</tr>

</table>

</body>

</html>

Renders as:
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Using MySQL inside PHP
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<html>

<body>

<?php
//connect to the database, supress error messages

Sconnection = @nysql_connect("localhost”, “root”, ");

//Tf there was an error, display are own error message
if(Sconnection == false){
echo("Error: unable to connect to the database server.");
die("<P>MySql Error: " . mysql_error());

echo(" Connected successfully");
mysql_close($connection);
?>

</body>
</html>



 

Ooof! That little bit of code had a lot to it. We see a couple of things for the first time here. On

$is_connected = @mysql_connect("localhost", "guest", "guestpwd");

we use a MySQL specific PHP command. When programmatically accessing a database, there are two main approaches – you can call commands that assume a specific database to interface with, or you can call generalized database commands that get passed to a middle-level driver that translate them to the commands for a specific database. The former approach can make things a little simpler, the latter approach allows greater flexibility to easily switch a database from a MySQL database to, for example, Postgress. We are going to use the MySQL-specific approach. Note: if you don’t have “guest” on 

in MySQL run

GRANT ALL ON trii.* TO 'guest'@'localhost' IDENTIFIED BY 'guestpwd';

The next thing to notice is the variable assigned the return value of mysqli_connect. This variable will be either a numeric id for the connection or false depending on whether or not the program connects to MySQL. Connecting to a database is not guaranteed to work. The connection could fail if the database server is down, or if the database is on another machine and the network is down, etc. Now we can check $is_connected to make sure everything is running smoothly.

The last thing new about this line is the’@’ symbol. This symbol goes in front of a function to indicate we want to suppress the default way PHP will handle an error. If we are ok with the standard PHP error handling we could have just written:

$is_connected = mysql_connect("localhost", "guest", "guestpwd");
However, it’s a good idea to do your own error handling. Sometimes your users aren’t going to be computer-savvy to make sense of the error message. Sometimes your users might be too savvy and the default error message might tell them more than you want about your database.

When we’re doing our own error handling, you might notice the new function die(). Don’t let its terrifying name scare you off – die is a useful function. It will display whatever string you pass it, and then it will cause the server to ignore all remaining PHP code. 

Selecting a Database

[image: image3.png]<?php
//Connect to MySQL and select the database we want to use
//haron Gabow, MSKCC

7>

<html>

<body>

<?php
//connect to the database, supress error messages
Sconnection = @nysql_connect("localhost”, "root”, ");

//Tf there was an error, display are own error message
if(Sconnection == false){
echo("Error: unable to connect to the database server.");
die("<P>MySql Error: " . mysql_error());

¥

//now select our database

$is_selected = @nysql_select_db("trii");

if(Sis_selected == false){
die("Unable to select database

}

echo("Made it here without dying");

7>

</body>
</html>



Now, you want to select the trii database. Notice once again we repeat the process of making a query, checking to see that it worked, and handling the error if it didn’t.

Note: If you don’t have trii built, from he password your MySQL, on the command line run

mysql -u root < trii.sqlmysql -u root < trii.sql
Running Queries in PHP

Now that we’ve connected to the database, let’s do something useful. Say we want to get the gene_id, name and Entrez id from the gene table in the trii database, and we want to sort the results by their name value. In MySQL, we could do this with the query:

select gene_id, name, locuslink from gene order by name;

But, if we want PHP to use the results, we need to embed this query within PHP’s MySQL framework. We create a string with the query we want to make, and then pass this string to mysql_query
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//connect to the database, supress error messages
Sconnection = @nysql_connect("localhost”, "root”, ");

//Tf there was an error, display are own error message
if(Sconnection == false){
echo("Error: unable to connect to the database server.");
die("<P>MySql Error: " . mysql_error());
¥

//now select our database
$is_selected = @nysql_select_db("trii");
if(Sis_selected == false){

die("Unable to select database.");
¥

Squery = "INSERT INTO organism (organism_id, taxonomy_id, common_name,

species)

ALUES ('null’, 6500, 'One cool sea slug’, ‘Aplysia californica')";

Sresult = mysql_query(Squery);
if(Sresult = false){

echo("Problem in the select statement:
¥

echo ("No errors");
mysal_close($connection);

. mysql_error());




A typical mysql query run through PHP. Here MySQL doesn’t return anything from the query so all we need to do is check that the result isn’t false, which would indicate an error.

Populating an SQL Table with PHP

[image: image5.png]//open the file into one big array. You might want to open
//file differently if it's very big.

$lines = file('deadwood.txt')j|

// Loop through our array, inserting into the mysql table each array value
//you could do a bunch of processing to array values before you insert it
//into the database
//you could also do more complex filtering for specific array positions if
//you have filter_var_array on your php version
foreach ($lines as $line_num => $line) {
$clean_Line = htmlspecialchars($line, ENT_QUOTES); //remove risky characters
$line_array = explode('\t", Sclean_line);
Squery = "INSERT INTO deadwood
Cactor, character_name, historical_basis, job, badassitude, swearing_frequency)
VALUES
*Sline_array[@]',
*Sline_array[1]',
*Sline_array[2]',
*Sline_array[3]",
$line_array[4],
$line_array[51)";
echo ("Squery <p>");




This code snippet from populate_table.php is part of a program that populates the deadwood table with the values in a tab delimited file. In the foreach loop, each line is accessed as a single string. It is cleaned by htmlspecialchars, and then split with the explode function. The rest is just a standard MySQL query. Remember to include the single quotes around each value (e.g. ‘$line_array[0]’) when the value is a string, as MySQL requires it. You can imagine doing more complicated things with your PHP code here, such as processing your values with php functions, or populating different tables with different parts of the line (e.g. putting line_array[2] and line_array[3] into a historical_figures table and the rest in a tv_show_details table)

Displaying an SQL Table as an HTML Table

[image: image6.png]//get all the characters with a score of 9 or more, and
//sort the results by the character's swearing frequency.
Squery = "select character_name, swearing_frequency from
deadwood where badassitude>=9 order by swearing_frequency";

//you would want to filter results before displaying
$result = mysql_query(Squery);
if(Sresult == false){
dieC"error’;
¥

//Go through each row returned by the query and put each value from
//that row into a table data element in an html table
while(Srow = mysql_fetch_array(Sresult)){

echo("<tr>");

echo("<td>{Sron[ ' character_name' 1}</td>");

echo("<td>{Sron[ ' swearing_frequency']}</td>");

echo("</tr>");




This code snippet from display.php performs a query that returns a result we want to process even if the result is correct. We use a while loop to keep assigning $row the value from mysql_fetch_array, and accessing the $row value matching the field name which is its key. We put each value into an htlm table. 

Security Notes

                                                               [image: image7.png]



(Statistics taken from 2007 Application Security Trends Report at http://www.cenzic.com/pdfs/CZ_AppSecTrnds_Rev4.pdf)

Clearly, PHP can cause you to write unsafe code. This is important to consider if you’re making an application that puts your database data available to the world. There are some basic procedures that can make your code safer. First, always use the most recent stable version of PHP and check for updates. PHP maintainers are trying to improve the language’s safety, as bullet three indicates. Second, consider who you want to have access to the web application. If you just want to share with other lab mates, you can keep the application inside a firewall. 

If you are using PHP to create a public website, make sure you make you treat all user input as potentially dangerous. If you filter all untrusted input you should be somewhat sage. You should sanitize input/output to remove any possible problem characters (for example, replace ‘<’ and ‘>’ with &lt and &gt, and ‘(‘, ‘)’, ‘#’,  and ‘&’ with &#40, &#41, &#35 and &#38, respectively. PHP can do almost all the filtering you want already using the appropriate functions such as on

filter_*()

for example to sanitize a name given in a form, you might want to use:

$name = filter_input(INPUT_POST, 

                     'name',

                     FILTER_SANITIZE_STRING, 

                     FILTER_FLAG_ENCODE_HIGH|FILTER_FLAG_ENCODE_LOW);

filter_* isn’t in all versions of PHP. You can also use 

htmlspecialchars

for most of your clean-up work. Lastly, if you use PHP5, the mysqli library with prepared statements is somewhat more safe and save you the hassle of validating the variables to be used in a MySQL command.

To see more uses of filter:

http://devzone.zend.com/node/view/id/1113

If you want to be safer look at:

http://en.wikipedia.org/wiki/Remote_File_Inclusion

http://en.wikipedia.org/wiki/Sql_injection

http://en.wikipedia.org/wiki/Cross_site_scripting
http://phpsec.org/projects/guide/1.html#1.4
images.omniti.net/omniti.com/talks/pm_security_2007.pdf

PHP allows you to write projects quickly. But be aware -- if you don’t watch what you’re doing, your code can quickly grow into something dangerous. Looking at all disclosed application vulnerabilities from Q1, 2007:





• Roughly 67% of the vulnerabilities affected Web servers, Web applications and Web browsers.





• Applications written in PHP comprise roughly 30% of all vulnerabilities.





• Roughly 63% of the Web application vulnerabilities can be accounted


for by 4 vulnerability classes: remote file inclusion, SQL injection,


cross-site scripting, and directory traversal.





* Vulnerabilities within the PHP programming language versions 4 and 5 comprised 3% of total vulnerabilities.

















